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MWHUCTEPCTBO OEPA3OBAHMUSA U HAYKU POCCUUCKOW ®EOEPALIMA
OENAPTAMEHT FOCYOQAPCTBEHHOW NONIMTUKU B COEPE OBLLEFO OEPA3OBAHUSA
nMACbMO
OT 14 MAA 2018 FOOA N 08-1184
O HAMPABJIEHUN NHOOPMALIUA

[enaptameHT rocyaapCTBEHHOW MonuTukM B cdepe obuwero obpasoBaHus MwuHoOGpHaykm Poccum HanpaBnsieT ansi
cBefdeHus paspaboTaHHble BpemeHHonm komuccuen Coeta Pegepauum No  pasBUTMIO  MHAOPMALMOHHOIO obLliecTBa
METOANYECKME peKoMeHaaLmMn O pasMellieHMn Ha MHAOPMALIMOHHbLIX CTeHAaX, OoduumanbHblX MHTEpHeT-canTax W ApRYyrux
MHhopMaLIMOHHBIX _pecypcax obuieobpasoBaTenbHbiX OpraHv3aLuni M OpraHoB, OCYLIECTBAAKWIMX YhpaBneHve B cdepe
0obpasoBaHus, MHGopMaLmm 0 6e3onacHoM NOBEAEHUM U UCMIONb30BaHUK ceTn "UHTepHeT".

Ouvpektop [enaptameHTta
A.E.MNeTpos

MpunoxeHune

METOOUWYECKWE PEKOMEHOALUN O PASMELWWEHUA HA UH®OPMALMOHHBIX CTEHOAX, O®PULIMATIbHbLIX
WHTEPHET-CANTAX U OPYITUX UHOOPMALIMOHHbIX PECYPCAX OBLUEOBPA30BATENbHbIX
OPrAHMU3ALIMA U OPIFAHOB, OCYLLECTBNAIOLWUX YNPABNEHUE B COEPE OEPA3OBAHMUA,

MHPOPMALIMM O BE3OIMNACHOM NMNOBEAOEHUU U UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamu n yneHamu BpemenHon komuccumn CoseTta Pegepaumm Mo pa3BuTMIO MHOPMALMOHHOIO obLecTBa B paMKax
BbIMOTHEHMS PEKOMEHAAUMI NapnameHTCKMX chylwaHui "AkTyarnbHble BOMpockl obecrneveHusi 6e30macHOCTU U pa3BUTUSE
aeten B MHOPMaUMOHHOM MpocTpaHcTBe", koTopble npownun B CoBete ®epepauun 17 anpens 2017 r., Gbinn paspaboTaHbl
MeToAuYeCcKne pekoMeHgauum O pasMelleHMn Ha MHAOPMAaUMOHHbIX CTeHAaax, oduumanbHbIX WMHTEpPHET-cantax u Apyrux
MHOPMAaLUMOHHBIX pecypcax obLeobpasoBaTenbHbIX OpraHn3auui M OpraHoB, OCYLLECTBRSOLWUX ynpasneHue B cdepe
obpa3oBaHus, MHopmauum O ©Ge3onacHOM MOBEAEHUM U UCMONb30BaHUM ceTu "VIHTepHeT" (manee - MeToauyeckue
pekomeHgaumm).

MeToguueckne pekomeHOauMW HanpaBneHbl Ha KayeCTBEHHOE MOBbIWEHWE YPOBHA WH(OPMAUMOHHON AeATenbHOCTU
obLeobpasoBaTenbHbIX OpraHu3auMin U OpraHoB, OCYLLECTBRAWMKX YyhpasneHve B cdepe obpasoBaHWs, B 4YacTu
WHOPMUPOBAHUS yYaLLMXCS, WX poauTenen (3akOHHbIX npeacTaBuTenen) u negarormyeckmx paboTHUKOB 06 OCHOBHBIX
acnekTax MHdopmaumoHHon 6e3onacHoOCTH.

MeTtoguueckne pekomeHgaumMu no3sonAT oblieobpa3oBaTenbHbIM  OpraHM3aumMsaM M opraHaM, OcCyLeCTBASALWMM
ynpaeneHne B cdepe obpasoBaHus, akTyanusmpoBaTb yXe UCMOorb3yemMble U pasMelleHHble MHOPMaLMOHHbIE MaTepuans,
TaK 1 NOAroToBUTb UX B Cry4yae UX OTCYTCTBUS C YHETOM NyYLUMX MPaKTUK U peKoOMeHaaumn.

B pamkax meTtogu4eckux pekoMeHgauumn paccMaTpuBaloTcs cnegytowme NHCTPYMEHTbI:

1. MHOPMAUMOHHLIE CTEHAbI;

2. opuumanbHble NHTEPHET-PecypChbl;

3. cpegcTBa MaccoBow MHbopmauuy (LLUKONbHbIE ra3eThl, negarorndeckne usgadus u gpyrve).

MHPOPMALMUOHHDLIE CTEHAbI

Ha I/IH(*)OpMaLI,I/IOHHbIX cTeHOgax B 06LIJ,906pa3OBaTeJ'IbeIX opraHunsauudax, pacrnoyioXXeHHbIX B (*)0|7|e yl-lpe)K,Cl,eHI/IVI n B
KabuHeTax, OCHaLlEHHbIX nepcoHarbHbIMKU yCTpOI7|CTBaMI/I Aana BbiIXoga B CeTb "MHTepHeT", pekoMmeHayeTCcAa pa3MeCTUTb
I/IHCbOpMaLlI/IOHHbIe namMATKn, cogepxatwine oCHOBHblE COBETbLI NO obecneyeHuo I/IHCbOpMaLlI/IOHHOIZ 6esonacHocTH ydawmnxca.

B npunoxenun N 1 K METOOAMYECKUM pPEKOMEeHOaLMam npeanctasneH o6pa3eu namMmATKM Ona  pasMelleHna  Ha
VIHCbOpMaLMOHHbIX cTeHgax.

CPEQCTBA MACCOBOW MH®OPMALIUK

B cpegcTtBax maccoBow MHGOpMaUMM, OPUEHTMPOBAHHBIX Ha ODy4YaloLMXcs, peKOMeHAYeTCs B TedeHne yy4ebHoro roga
perynsipHo  nyonukoBaTb WMH(OPMAaLUMOHHbIE MaTepuanbl, MOCBSALWEHHbIE OTAEeNbHbIM — acnektam  MHEOPMaLMOHHOM
6e3onacHoCTW, a TakxKe pasnuyHble NaMaTKM ObLLEero xapakTepa.

B cpenctBax maccoBoi WMHGOpMauUuM, OPUEHTUPOBAHHbLIX Ha MegarorMyeckytd OOLEeCTBEHHOCTb, PEKOMEHOYeTCs B
TeyeHve KaneHgapHoro roga perynsapHo nybnukosaTb MHOPMaUMOHHbIE MaTepuansl, NOCBSLEHHbIE OTAErMbHbIM acnekTam
WHOpMaLMoHHOM 6e30nacHOCTU Kak HeCOBEpPLLEHHOMETHUX, Tak U obLeobpasoBaTenbHbIX OpraHusaumn, a Takke pasnuyHble
namsTky, 0630pbl HOPMATUBHO-NPABOBOrO PEryfnupoBaHUa JaHHOW cdepbl U MHAOPMaLMIO O akTyarbHbIX MepOonpuAaTUAX Y
CcobBbITUSAX B JaHHOW cdbepe.
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B xope npoBemeHuss EguHoro ypoka no 6esonacHoctv B ceTu "MHTepHeT" pekomeHpyeTcsi obecneyvnTb BbIMyCK
TemaTM4eckoro BbIMyCka CpeacTBa MacCOBOM WHGoOpMaumum nmbo cepumn nyonukaumi, Cpeau KOTOpbIX pPacCMOTPETb
OpraHvM3oBaHHble Meponpuatua Ans obyvallmxcs, UX poauTenenl (3akOHHbIX npeacTaBuTENen) M Negarorm4eckomn
o0 EecTBEHHOCTH.

OPUUUNATIBbHbLIE MHTEPHET-PECYPCbI

O6Leobpa3oBaTeNbHbIM - OpraHM3aUMsIM  PEKOMEHAYEeTCs Ha CBouMX oduumanbHbix WHTepHeT-pecypcax obecnevnTb
(PYHKLMOHMPOBAHNE CaMOCTOSTENBHOTO U ChneumManv3npoBaHHoro pasgena "MHdopmauvoHHas 6e3onacHocTb", B pamkax
KOTOPOro nNpegycMoTpeTb pasMeLLeHne creaytoLlen nHopmaumn:

N Paspen/nogpasgen dopmaT npeactaBneHuns CoaepxaHue matepuanos
mMatepuanos

1. JlokanbHble Konun nokymeHTOB B Pa3smeLyaoTcst Konnm JOKYMEHTOB, T.e.
HOPMAaTMBHbIE aKTbl B dopmate *PDF CKaHMPOBaHHbLIN BapuaHT 4OKYMEHTA,
cdhepe obecneveHus COOTBETCTBYOLLNIA TpeboBaHMAM K
WHpOpMaLMOHHON napameTpam CkaHupoBaHusi. Pa3meluatoTcs
He3onacHocTH [OKYMEHTbI, pernameHTupytoLime
obyuvatoLmxcs opraHu3aumio 1 paboTy ¢ nepcoHarnbHbIMU

AaHHbIMM, NaHbl MEPONPUSTUIA NO
obecneyeHnto NHGHOPMaLMOHHON
6e30nacHOCTM 0by4YatoLnXCs u gpyrue.

2. HopmatuneHoe Konun gokymeHTOB B My6rnkyoTcsa akTyanbHble CBEOEHUS O
perynuposaHve dopmate *PDF denepanbHbIX U pernoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BracTu U gpyrue
HOPMAaTMBHO-NPAaBOBbIE JOKYMEHTbI,
pernameHTupytoLmne obecneyeHve
WH(OPMaLMOHHO Be30MacHOCTU
HecoBepLUeHHoneTHUX. [JonyckaeTcs BMeCcTo
KOMWIN pasmeLlaTb rMNepcChbinkn Ha
COOTBETCTBYIOLLNE AOKYMEHTbI Ha canTax
OpraHoB rocyapCTBEHHOM BriacTu.

3. MNeparornyecknm TekcT Ha cTpaHuue canTa PasmelLaoTca meToguyeckme pekomeHgaumm
paboTHMKam Konun gokymMeHTOB B M yKasblBaeTcsi MHpopMauus o meponpuaTusix,
¢opmate *PDF npoeKkTax u nporpaMmmax, HanpasfeHHbIX Ha

noBbILeHNe MHPOPMAaLIMOHHON rPaMOTHOCTH
negarormyecknx paboTHUKOB.

4, Obyvarowmmcs TekcT Ha cTpaHuue caiTta Pa3mellaeTca nHopmaLmMoHHasa namsTka
(npunoxexve N 2) un ykasbliBaeTcs
WMH(OpMaUns O MeponpuUATUAX, NPoeKTax u
nporpammMax, HanpasfeHHbIX Ha NOBbILLEHNE
MH(OOPMaLMOHHON rPamMOTHOCTH

oby4atoLuxcs.
5. PoguTtensam (3akoHHbIM TekcT Ha cTpaHuue canTa PasmelLaeTcsa nHgopMauMoHHas namaTka
npeacTaBuUTENsiM) (npunoxenwne N 3).
obyuvatoLmxcs
6. HeTtckne GesonacHble TekcT Ha cTpaHuue caiTta Pa3melaetca nHgpopmaumsa o
cauTbl pPEKOMEHOYEMbIX K MCMOIb30BaHUIO B y4EOHOM

npouecce Ge3onacHbIX canTax, GaHHepbl
Oe3onacHbIX AeTCKUX CalToB.

OpraHam, ocyLlecTBNSLWMM ynpaBneHme B ccpepe obpa3oBaHusl, pEKOMEHOYETCS Ha CBOUX odumumanbHbIX NHTepHeT-
pecypcax obecneunTb (PYHKLUMOHUPOBAHME CaMOCTOSITENBHOrO W CheuuanuavpoBaHHoro pasgena "MHdopmaumoHHast
6e30MacHOCTL", B pamKax KOTOPOro npeayCcMOTPeThb pa3MeLLeHre crieqytoLlen MHopmaumm:

Mpunoxexue N 1

NMAMATKA O4NA OBYYAIOLMXCA OB UHOOPMALIMOHHON BE3ONACHOCTU OETEN

HEINb3A
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1. Bcem nogpsia coobLiatb CBOK YacTHY MHpopmauuio (HacToswmue ums, damunuio, TenedoH, agapec, HoOMep LUKONbI,
a Takxe goTorpadum cBou, CBOEN ceMbu 1 Apy3en);
2. OTKpbIBaTb BIIOXEHHbIE (halnbl 3NEKTPOHHOM MOYTbI, KOr4a He 3Haellb OTNpPaBUTENS;
3. MpybuTb, NpuaunpaTbCcs, okasbiBaTb AaBneHue - BECTN cebs HEBEXNUBO U arpeCCUBHO;
4. He pacnopsikancs geHbramm TBoen cembyn 6e3 paspelleHns cTapLlimx - Bcerga crnpawumsan pogutenem;
5. He BcTpevalicsi ¢ VIHTEpHET-3HAaKOMbIMU B pearnbHOM XXMU3HW - MOCOBETYMCS CO B3POCIbIM, KOTOPOMY [0BEPSELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. YnTtaewb o cebe Henpasay B NHTepHeTe - coobLym 06 3TOM CBOUM poauTENSM UK ONeKyHaw;
2. MNpurnawatoT nepenucebiBaTbCH, Urpatb, 0OMeHNBaTLCS - MPOBEPb, HET N NOABOXA;
3. HezakoHHOe konupoBaHue dhannoB B IHTEpHETE - BOPOBCTRBO;
4. Bcerga pacckasbiBai B3pOCnbIM O npobnemax B CETU - OHW Bcerga noMmoryT;
5. Ucnonb3yn HacTpoviku 6e30nacHOCTM U MPMBATHOCTW, YTOObLI HE MOTEPSATb CBOM aKKayHTbl B COLCETAX W Opyrux
nopranax.
MOXXHO
1. YBaxan gpyrux nonb3oBarernen;
2. MNonb3yelwbcs VIHTEPHET-UCTOYHWUKOM - Aienai CCbIMKY Ha Hero;
3. OTKpbIBal TOMNbKO TE CCbINKN, B KOTOPbIX YBEPEH;
4. ObwaTbcsa 3a NOMOLLbIO B3pOCHbIM - pOogMTENW, ONeKyHbl 1 agMUHUCTpauMs CanToB BCerga nomoryT;
5. MNpongun obyyeHne Ha carTe "CeTeBMYOK" 1 NOMyYn NacnopT UM poBoro rpaxgaHuHal
MpunoxeHue N 2

MHO®OPMALIMOHHAA NAMATKA ONA OBYHAIOWUXCA ANA PASMELLEHUA HA OPULIMATIBHbIX
MHTEPHET-PECYPCAX

C kaxxabIM rogoM MOMNOAEXM B MHTEPHETE CTAHOBUTCA Oonblue, a LUKOMbHMKN O4HM U3 CaMbIX aKTMBHbIX Mosib3oBaTenen
PyHeta. Mexgy Tem, NOMMMO OrpoOMHOIO KOMMYecTBa BO3MOXHOCTEW, MHTEPHET HeceT M npobrnemMbl. 3Ta namATka AOrmkHa
nomoyb Tebe 6esonacHo HaXo4UTLCS B CETW.

KomMnbloTepHble BUpPYChI

KOMMNblOTEPHBIN BMPYC - 3TO pPasHOBUAHOCTb KOMMbIOTEPHBIX MPOrpaMm, OTINYUTENbHON OCOBEHHOCTBIO KOTOPOW
ABNSAETCS CNOCOBHOCTb K pasMHOXeHuo. B gononHeHue K 3ToMy, BUPYCbl MOTYT NOBPEAUTb UMK MOMHOCTBI0 YHUYTOXUTL BCE
aninbl U AaHHbIe, NOAKOHTPOMbHbIE MONb30BATENI0, OT UMEHU KOTOPOro 6Gbina 3anylieHa 3apaxeHHas nporpaMmma, a Takxke
noBpeauTb UMW AaXe YHUYTOXWUTb OrnepauuMoHHYl0 CucTeMy co Bcemu avnamum B uenom. B GonblmHCTBE cny4vaeB
pacnpoCTPaHATCH BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aLnTbl OT BPEAOHOCHbLIX NPOrpamm:

1. Vcnonb3yi COBpeMeHHble OnepauuoHHbIE CUCTEMbI, MMELLME CEepbe3Hbil YPOBEHb 3alluTbl OT BpPEeOOHOCHbIX
nporpamm;

2. TlocTosiHHO ycTaHaBnuBanW nadTv (UMdpoBble 3annaTku, KOTOpble aBTOMAaTUYECKM YCTaHaBMMBAKOTCA C LENbio
AopaboTkn nporpamMmbl) U Apyrve obHOBMEHMS CBOEW ONepaumoHHOM cuctembl. CkavmBam UX TONbKO C odomuManbHOro canta
paspabotunka OC. Ecnu cywecTByeT pexmnm aBToMaTU4eCKoro OGHOBIEHUS], BKIHOYN €rO;

3. Pabotan Ha cBoem koMMNbloTEpe NoA NpaBamu Nonb3oBaTens, a He aaMuHUCTpaTopa. JTO He NOo3BONUT BONbLUNMHCTBY
BPeOOHOCHbIX NPOrpaMM MHCTannmMpoBaTbCsl HA TBOEM MEPCOHANbLHOM KOMMbIOTEPE;

4. Vicnonb3yi aHTUMBMPYCHbIE NMPOrpaMMHbIE MPOAYKTbl U3BECTHbIX MPOM3BOAMTENEN, C aBTOMAaTUYECKUM OOHOBNEHVEM
6as3;

5. OrpaHnyb r3n4ecknini 4OCTYN K KOMMNbIOTEPY ANSA NMOCTOPOHHMX NnL;

6. Mcnonb3ynm BHeWHWE HoOCUTENW WHopmaumn, Takme Kak dnelwuka, AUCK unn amn mn3 WHTepHeTa, TOMbKO U3
NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTKkpbIiBan KoMMbOTEPHbIE ddannbl, NONYyYeHHble U3 HEHAAEXHbIX UCTOYHUKOB. [Jaxe Te (pannbl, KOTOpble npucnan
TBOW 3HAKOMbI. Jlyylle yTOYHU y Hero, oTnpaBnsn fv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMAO nepefayv OaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy HuagepnaHackas
KoMnaHusa 3apernctpupoana bpeHg "WECA", yto obosHauvano cnosocodeTtaHue "Wireless Fidelity", koTopbii nepeBogutcs
Kak "becnpoBogHasi TOYHOCTL".

[o Hawero BpemeHu fowrna apyrasi abbpeBmnatypa, KoTopas ABNSETCHA Takoh Xe TexHonorven. 1o abbpesuatypa "Wi-
Fi". Takoe HasBaHMe ObINIO JaHO C HAMEKOM Ha CTaHAapT BbICLUEA 3BYKOBOW TexHuku Hi-Fi, yTo B nepeBoge o3HayaeT
"BbICOKas TOYHOCTbL".

Oa, GecnnaTHbIi MHTEPHET-0OCTYN B Kade, OTENsX WM aspornopTax SABMSETCA OTNIMYHOA BO3MOXHOCTbIO BbIXxOoda B
WHTEpPHET. Ho MHOrve akcnepTbl cunTaroT, 4To 0bwenoctynHble Wi-Fi ceTu He aBnsaTca 6e3onacHbIMM.

CoBeTbl No 6esonacHocTK paboTbl B 0bLweaocTynHbIx ceTsax Wi-fi:
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1. He nepepaBan cBOW NUYHyt uHdopMaumio 4vepe3 obwenoctynHble Wi-Fi cetn. Pabotas B HUX, kenaTenbHO He
BBOOMTb NMaponun JOCTYNa, NOrMHbl U Kaknue-To HoMepa;

2. Ncnonb3yin n obHOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Thbl o6e3onaculb cebs oT 3akayku
BUpyca Ha TBOe YCTPOMNCTBO;

3. Mpu ucnonssosanun Wi-Fi oTknioun dyHkumo "O6wmin 4ocTyn K dpannam v npuHtepam”. [JaHHas OyHKUMS 3aKpbiTa no
YMOSYaHWUo, OAHaKO HEKOTOpPbIE MOMb30BaTENM aKTUBMPYHOT ee Ans yaobcTBa Ucnonb3oBaHus B paboTe nnu yyebe;

4. He ncnonb3yn nybnuynein WI-FI ona nepegadv nNuYHbIX AaHHBLIX, HanpuMmep NS BbiXO4a B couMarbHble CeTU Unu B
3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi ToNbKo 3alwmwieHHoe coeauHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAN UMEHHO
"https://";

6. B MobunbHom TenedgoHe oTkntoun dyHkumo "MoagkntoyverHne k Wi-Fi aBTomatnyeckn". He gonyckanm aBTomaTnyeckoro
noakroyeHnst yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoupanbHble CeT! aKTUBHO BXOASAT B Hally XW3Hb, MHOTME NtoAn paboTatoT M XUBYT TaMm MOCTOAHHO, a B Facebook yxe
3aperncTpvpoBaH Munnuapa YeroBek, YTO SIBNSETCH OAQHOW CeabMOW BCeX Xutenewn nnaHetbl. MHorve nonb3oBaTenu He
NMOHUMAIOT, YTO MHpopMaLMS, pasMeLLeHHas UMW B coLManbHbIX CEeTSAX, MOXET ObiTb HangeHa U NCNornb3oBaHa KeM YroaHo, B
TOM 4ncne He 06s13aTenbHO ¢ BnarMmM HaMepeHUsiMK.

OcHoBHble coBeThI M0 6e30MacHOCTH B COUMAnbHbIX CEeTHX:

1. OrpaHunyb cnucok apysen. Y 1ebsa B Apy3bsax HE LOMKHO ObiTb CyYanHbIX U HE3HAKOMbIX N04ewn;

2. 3awumian cBoK YacTHYH XK3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, Aaty TBOEro poXAeHMs U APYTYI0 NINYHYO
UHGOPMaUMIo. 3rOyMBILNEHHMKM MOTYT UCNOMb30BaTh Aaxe UHAOPMauuMio O TOM, Kak Tbl U TBOM pPOAUTENMU NnaHupyeTe
NPOBECTU KaHUKYIbI;

3. 3awwmwan cBOKW penyTaumio - OEPXKM €e B 4YMCTOTE M 3agaBa cebe Bompoc: xoten Obl Thl, 4TOObI Apyrve
nonb3oBaTenu Buaenu, 4to Tel 3arpyxaelws? Nogyman, npexae 4em 4To-T0 onybnukoBaThb, HanucaTtb U 3arpy3uThb;

4. Ecnu Tbl roBOpullb C INOAbMW, KOTOPbIX HE 3Haellb, He WUCNOMb3yW CBOE peanbHOE UMSA U OPYIrYH TUYHYIO
WHGOPMaLMK: UMS, MECTO XUTENbCTBa, MecTo y4ebbl 1 npoyee;

5. N3beran pasmellenns gotorpacun B VIHTEpHETE, rae Tbl N300pakeH Ha MECTHOCTM, MO KOTOPOM MOXHO OnpenenuTb
TBOE MECTOMOMNOXEHME;

6. MNpu perncTpaunm B counarnbHOM CETU HEOOBXOAMMO MCMONb30BaTb CIOXHbIE NAPOSM, COCTOsILLME M3 BYyKB 1 LUMdp 1 C
KOMNMMYeCTBOM 3HAKOB He MeHee §;

7. Ona couvanbHOW ceTW, MOYTbl U APYrux CamToB HeobXxooMMO UCMonb30BaTb pasHble naponu. Toraa ecnu Tebs
B3MOMal0T, TO 310y MBbILLNTEHHUKM NMOoMyyaT AOCTYM TONbKO K OQHOMY MECTY, a He BO BCe Cpasy.

OneKTpOoHHbIe AeHbIn

ONEeKTPOHHbIE AEHbIN - 3TO OYeHb YyAO0OHbIM cnocob® nnarexen, OOHAKO CYLLEeCTBYHT MOLUEHHMKW, KOTOpble XOTAT
nonyynTb 3TU OEHbIN.

ONEKTPOHHbIE AEHbIN MOSIBUNUCH COBCEM HEOABHO U MMEHHO M3-3a 3TOr0 BO MHOTMX rocyAapcTBax [0 CUX MOp He
MPOMMCaHo MpO HMX B 3aKOHAX.

B Poccun xe OHM (PYHKLUMOHMPYIOT U O HMX YK€ MPOMUCaHO B 3aKOHe, rae WX pasfenslT Ha HEeCKOnbKo BUAOOB -
@HOHVMMHbIE U HE aHOHVMMHblE. Pa3Huua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBoaMTb onepauun 6es
naeHTudvKauum nonb3oBaTens, a B HEaHOHUMHbIX MOEHTUVKALUS Nonb3oBaTens sBNseTca 06a3aTensHON.

Takke crnegyeT pasnuuaTb 3MEKTPOHHble uaTHble AeHbrM (paBHbl FOCYAAPCTBEHHbIM BaniTam) M 3NEKTPOHHbIE
HeduaTHble AeHbrM (He paBHbl FOCYAAPCTBEHHLIM BantoTam).

OcHoBHble COBETbI MO Ge3onacHol paboTe ¢ 3NEKTPOHHLIMU AeHbraMu:

1. MpuBsKM K cyeTy MOBUNbHBIN TenedoH. 3To cambli YAOOHbLIA U BbICTPbIA CcNOCOD BOCCTAHOBWUTL AOCTYM K CYETY.
MpuBsA3aHHbIN TenedoH MNOMOXeT, ecnu 3abygelb CBOW NNATEXHbIM Napofib WU 3aifellb Ha CaluT C HEe3HAKoOMOro
YCTPONCTBA,;

2. Vicnonb3yih ogHopas3oBble naponu. ocne nepexoda Ha YCWUIEHHyH aBTopusaumio Tebe yxe He OydeT yrpoxarb
OMacHOCTb KPaXu Unun nepexearta nnaTexHoro napons;

3. Bblbepy crnoxHbin naponb. lNMpecTynHukam OyAeT He MpPOCTO yrafgaTb CrOXHbIA naponb. HagexHble naponu - 3To
naponu, KoTopble COAepXaT He MeHee 8 3HaKOB WM BKMtOYaloT B cebs CTpO4YHble M MponucHble OykBbl, UMAdPLI U HECKOMNBbKO
CVUMBOJIOB, Takue Kak 3Hak gonnapa, yHTa, BocKnmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NMYHbIE JaHHbIE HA caliTax, KOTOPbIM He J0BepsieLLb.

OneKkTpoHHaA nouyTta

ONeKTPOoHHas no4yTa - 3TO TEXHOMOrMs U NPefOoCTaBfsieMble €0 YCNYrM Mo Mepechbiike M MOMYyYEHUO 3NEKTPOHHbIX
COOOLLEHNI, KOTOpble pacnpefensiTcs B KOMMbIOTEPHONM ceTh. OObIMHO 3MEKTPOHHLIM MNOYTOBLIM  AWMK  BbIMAAUT
cnegyoowmmMm obpasom: MMsA_nonb3oBaTend@uMs_AomeHa. Takxe KpoMe nepefadu NpocToro TeKcTa, MMeeTCs BO3MOXHOCTb
nepenasatb pannbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe C 3MEKTPOHHON NOYTON:
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1. Hago BbIOpaTh NpaBUbHLIA NOYTOBLIM CepBUC. B MHTEpHETE eCTb OrpPOMHBIN BbIGOp GecnnaTHbIX NOYTOBLIX CEPBUCOB,
O HaKo Iy4lle A0BepsATb TeM, KOrO 3Haellb 1 KTO NEPBbIA B PEUTUHTE;

2. He ykasbiBan B NWYHOW MNoyTe NUYHYHO WHGopMaumio. Hanpumep, nydiwe BbiOpaTb "My3blkanbHbiM_baHaT@" unum
"pok2013" BmecTO "Tema13";

3. Vicnonb3yi ABYXaTanHyto aBTopu3aumio. 3TO Korga NoMMMO Napons HY>HO BBOAMWTL KoA, npuckinaemsii no SMS;

4. Bbibepy CrnoxHbii naponb. [Ona Kaxgoro noyvToBOro SlMKa AOMKEH OblTb CBOW HafeXHbI, YCTOMYMBBLIN K B311OMY
napornb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CaMOMy CBOW NIUYHbIN BOMNPOC, UCMOMb3YH 3Ty BO3SMOXHOCTb;

6. Mcnonb3yin HeCKoNbKO NOYTOBbLIX ALKMKOB. [NepBbli ANA YaCcTHON Nepenucku ¢ agpecataMmu, KOTOPbIM Tbl JOBepsieLlb.
3TO 9NEeKTPOHHbIN afpec He Hago MCNonNb3oBaTh MPU perncTpaummn Ha hopymax 1 canTax;

7. He oTkpbiBa channbl 1 Apyrne BROXeHWA B NMMCbMax, AaXe eCrn OHW NPULLNK OT TBOMX Apy3en. Jlyylle yTOYHU Y HUX,
OTNpaBNAnU Nun oHn Tebe 3TK annbi;

8. MNocne okoH4YaHUst paboThbl HA MOYTOBOM CEPBUCE MEpPen 3aKpbITUEM BKNadKu ¢ canTom He 3abyab HaxaTb Ha "Bbiitn'".

Kn6epOynnuHr nnm BuptyansHoe nsgeBartenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLlieHusMK, cogepXawummn ockopbrneHusi, arpeccuio, 3anyrmpaHue; XyruraHcTBo;
coumnanbHoe BOMKOTMPOBaHNE C MOMOLLbIO Pa3fUYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 Bopbbe ¢ kKNMbepOynnHrom:

1. He 6pocaiicsa B 6oi. Jlyywmin cnocob: NocoBeTOBATLCS Kak ceba BECTU U, €CrIN HET TOro, K KOMy MOXHO 00paTuTbCH,
TO BHayane ycnokoutbcs. Ecnu Tbl Ha4HeLb 0TBEYaTb OCKOPBNeHns MM Ha OCKOpBeHusi, TO TONbKO ellle Bonblue pasoxKellb
KOH(JTUKT;

2. Ynpaensi cBoen kubeppenyTtaumen;

3. AHOHUMHOCTb B CeTU MHMMasd. CyLLecTBYIOT CNOCcoObl BbIICHUTb, KTO CTOUT 3@ @HOHUMHBIM aKKkayHTOM;

4. He cTouT BECTU XYJNIUraHCKMin obpa3 BMPTYarbHOW XN3HU. VIHTEpHET pUKCUMpyeT BCE TBOM OENCTBUS U COXPAHSET MX.
YoanuTb ux GygeT kpaviHe 3aTpygHUTENbHO;

5. Cobntogan cBOO BMPTYarbHY YeCcTb CcMonoay;

6. UrHopupy# eanHndHbIn Heratve. OgHOpa3oBble OCKOPOUTENbHBIE COOOLLEHNA nyYlle urHopupoBaTtb. OBbIMHO arpeccus
npekpallaeTcs Ha HaYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHMSMU, B COUMarnbHbIX CETSX €CTb BO3MOXHOCTb
GNOKMPOBKM OTNPaBKN COOBLLIEHMI C OonpeaerieHHbIX agpecos;

8. Ecnu TbI cBuaeTenb knbepbynnuHra. TBoM OeWCTBUS: BbICTYNUTb NPOTUB MpecriefoBaTens, nokasatb emy, Y4To €ero
OEeVCTBUS OLIEHVMBAOTCS HEraTMBHO, MOAAEpXaTb XepTBY, KOTOPOW HyXHa MCUXororndeckasl MoMoLlb, COOOLNTbL B3POCNbIM O
(paKTe arpecCuUBHOro NoBeAEeHUs B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble CMapTOHbI U NNaHWeTbl cogepXar B cebe BnomHe B3pOCnbii (PYHKUMOHAN, M Tenepb OHU MOryT
KOHKYpUpOBaTb CO CTaUMOHApHbIMKU KoMMbloTepamu. OgHako, CpeacTB 3aluTbl Ans NOo40OHbIX YCTPOWUCTB MOKa OY€Hb Marno.
TecTupoBaHve M MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TakK MHTEHCMBHO, kak ansa [MK, To e camoe kacaetca u
MOBUIBHBIX MPUIOXEHWIN.

CoBpemeHHble MOOUNbHbIE Opay3epbl yxe MNpaKTUYEeCKM [OrHanM HacTOMNbHbIE aHamnory, OA4HAaKO pacluMpeHue
YHKUMOHarna BneveT 3a cobon 6onbLUy CITOXHOCTb Y MEHbLUYIO 3aLLMLLEHHOCTb.

[aneko He BCce NpOU3BOAUTENM BbINyCKatOT OOHOBIEHNS, 3aKpbIBAKOLLNE KPUTUHECKME YA3BMMOCTU 41151 CBOUX YCTPOWCTB.

OcHoBHbIe COBETHI AN 6e30MacHOCTU MOBUNbBHOro TenedoHa:

Huuero He sBnsieTcs no-Hactoswemy OecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe npeanarawT GecnnaTHbin
KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKUE-TO NMaTHbIe YCIyruy;

Oywman, npexae yem otnpaeutb SMS, oTo unu Buaeo. Thl TOYHO 3HaELLb, rAe OHU ByayT B KOHEYHOM uTOore?

HeobxogvmMo 0BHOBNATEL ONepaunoHHY CUCTEMY TBOEro CMapTdOHa;

VMcnonb3yin aHTUBMPYCHbIE NPOrpamMMbl 4515t MOBUIbHbBIX TenedoHOB;

He 3arpyxan nNpunoxeHuss OT HEW3BECTHOrO WCTOYHWMKA, BeAb OHW MOryT cogepXaTb BPEdOHOCHOE MNPOorpaMMHOe
obecneveHue;

Mocne ToOro kak Thl BbIMAELWb C caiTa, rAe BBOAMN JMYHYK MHOPMauuio, 3aiam B HacTponku Opaysepa v ydanu
cookies;

Meproanyeckun npoBepsin, Kakue nnaTHble YCyru akTMBMPOBaHbI HA TBOEM HOMEPE;

[aBsaii cBo HOMep MOBUNBLHOrO TenedoHa TONbKO NIAAM, KOTOPLIX Thl 3HaELLb U KOMY AOBepsieLlb;

Bluetooth gomkeH 6bITb BbIKNOYEH, KOrga Thl UM He Nonb3yelbcs. He 3abbiBan nHorga npoBepsaTb 3TO.

Online urpbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO KPacoYHble, 3axBaTbiBaloLLMe pasBriedeHns, obbeguHSIOLWNEe COTHU ThiCAY YernoBeK no
Bcemy mupy. Irpokn uccnegyot gaHHbIA UM MUp, OB aoTcs ApYr C APYroM, BbINOMHAOT 3a4aHusi, CpaxalTcs ¢ MOHCTpaMum
W nonyyatT OnbIT. 3a yAOBOMbCTBME OHWM MAATAT: MOKYNawT AUCK, onnadumBaloT aboHeMeHT mnu npuobpeTaroT Kakue-TO
onuuu.
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Bce aTm cpegctBa mayT Ha nogdepkaHue U pasBUTUE UIPbl, @ TakkKe Ha camy 0e30MacHOCTb: COBEPLUEHCTBYHOTCS
CUCTEMbl aBTOpM3aUUM, BbIMYCKAOTCA HOBble natyM (UMdppoBble 3annatku A Nporpamm), 3akpbiBalOTCS YS3BUMOCTMU
cepBepoB.

B nogolHbIX urpax CTOMT onacaTbCsl He CTONMbKO CBOWX COMEPHMKOB, CKOMbKO KpaXku TBOEro Mnapons, Ha KOTOPOM
OCHOBaHa cucTeMa aBTopu3auun OonbLUMHCTBA Urp.

OcHoBHble COBETbI M0 6E30MacHOCTU TBOEro UFPOBOrO akkayHTa:

1. Ecnun apyron urpok Beget cebsi nrnoxo unum cosgaet tede HENPUATHOCTU, 3abNOKMPYIN ero B CNUCKE UrPOKOB;

2. Tloxanyncsa agMUHUACTpaATOpaM WUrpbl Ha MNNoOXoe MoBedeHVWe 3TOr0 Wrpoka, >KenaTterbHO MPUNOXUTbL Kakue-To
JoKasaTenbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHy0 MHpopmauuio B npodanne urphbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeodmumanbHble Natym n Moabl;

6. Ncnonb3yi CNoXHble U pasHble Naponu;

7. Daxe BO BPeMs Urpbl HE CTOUT OTKMNIOYaTb aHTUBUPYC. [oka Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT 3apasnTb.

DULLMHI UNKU KpaXa NMUYHbIX AaHHbIX

OOGbl4HOW Kpaxkey OeHer U OOKYMEHTOB CEerofHsl yXe HWMKOro He yAMBMWb, HO C pasBUTUEM WHTEPHET-TEXHOMOrun
3110y MbILLITEHHWNKM NEPEMECTUINUCH B MHTEPHET, M NPOAOIIKAOT 3aHMMaTbCA "NnobumMbiM" genom.

Tak nosiBMUNacb HOBas yrposa: UHTEPHET-MOLUEHHUYECTBA UMW OULLIMHE, faBHas Lefb KOTOPOro COCTOUT B MOMYyYeHWUU
KOH(MAEHUMANbHbIX AAaHHBLIX NONb30BaTENen - IOrMHOB M naponen. Ha aHrnuickom ssbike phishing untaetcsa kak douvwmHr (oT
fishing - pbibHas noBns, password - naponb).

OcHoBHble coBeTbI M0 Bopbbe ¢ hUMHIrom:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOA aHkeTa Obina B3nomaHa, TO Heobxogumo
3abnoknpoBaThb €e 1 CoobLNTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. icnonb3yn 6e3onacHble Be6-CanThl, B TOM YMCNE, MHTEPHET-Mara3nHoB N MOUCKOBbLIX CUCTEM;

3. Vicnonb3yn croxHble 1 pasHble naponu. Takum obpasom, ecnv T1eds B3IOMatoT, TO 3M0YMbILWSIEHHUKN Nofly4aT 4ocTyn
TONbKO K OQHOMY TBOEeMY MpoduIo B CETU, a He KO BCEM;

4. Ecnu Tebsa Banomanu, To HeobxoaMMo npeaynpeauTe BCEX CBOWMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebsa B Apy3bsX,
0 ToM, 4YTO Tebs B3noMarnu 1, BO3MOXHO, OT TBOEro MMeHu ByaeT pacchinaTbCsa cnam U CCbiNku Ha (OULLMHIOBbIE CaNlThl;

5. YcTtaHoBu HagexHbin napornb (PIN) Ha MoBunbHbIM TenedoH;

6. OTknto4M coxpaHeHue napons B 6pay3sepe;

7. He oTkpbiBan dannsl n opyrue BNOXeHNs B MMCbMax, JaXe eClii OHU NPULLNK OT TBOMX Apy3en. Jlyylle yTOYHU Y HUX,
OTNpaBnsny N oHW Tebe 3Tn annsbl.

LincdbpoBasa penyrtauus

Lindposass penytaumss - 3TO HeratuBHas WnvM NO3UTUBHasi WHopmaums B ceTu o Tebe. KomnpomeTtupytoLiasi
UHGOPMaLWsl, pasMeLLlEHHasl B UHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTPas3vUTbCH Ha TBOEW peanbHOW XusHu. "Lindposas
penyTauus" - 3TO TBOM UMUK, KOTOPbIN hopmupyeTcs U3 uHdopMaumm o Tebe B MHTEpHETE.

TBOE MEeCTO XUTenbCTBa, y4ebbl, TBOE (pMHAHCOBOE MONOXEHNe, OCOBEHHOCTM XapakTepa U pacckasbl 0 BnMmMskux - Bce
3TO HaKannMBaeTCH B CETU.

MHorne nogpoCTKM INErKOMbICITEHHO OTHOCATCSA K MybnukauMn nuyHoW wuHdopMmaumm B WHTepHeTe, He mnoHuMmasi
BO3MOXHbIX MOCMNEACTBUA. Thl faXe HEe CMOXELUb AorafaTbCs O TOM, YTO dhoTorpadums, pasmelleHHas 5 net Hasag, ctana
NMPUYMHON OTKa3a NpUHSTL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx ¢hoTtorpacdum n apyrve OencTBus MOryT HE MCHE3HYTb Aaxe Mnocre TOoro, Kak Thl Ux
yoanuwsb. Tel HE 3Haelb, KTO COXpaHun 3Ty MHGOPMaumio, nonana niv oHa B NMOMCKOBbLIE CUCTEMbI U COXpaHUNachb fnn oHa, a
rmaBHOE: YTO NOAYMalT O Tebe OKpyXarLme Moan, KoTopble HaWaQYyT U yBUAAT 3T0. HanTu nHopmauuio MHOro neT cnycTts
CMOXeT ntobon - kak 13 0o6pbIx NOOYXAEHWIA, Tak U C HAMEPEHEM NPUYMHUTL Bped. OTO MOXET ObiTb KTO YrOAHO.

OcCHOBHbIE COBETbI MO 3aLUTe LMEPOBOI penyTaumu:

1. Moagyman, npexae Yyem 4To-TOo Ny6rnunkoBaTh U NepefaBaTth y cedsa B Onore nnu B counanbHom CeTu;

2. B HacTpoiikax npoduns yCTaHOBM OrpaHMyeHusi Ha MPOCMOTP TBOEro npodung U ero COAEePXMMOro, caenam ero
Tonbko "ansa apysen”;

3. He pa3smeluan n He ykasbiBar MHopMaumio, koTopasi MOXET KOro-nmbo ockopbnate unu obmxkarsb.

ABTOpCKOEe npaBo

CoBpeMeHHble LUKOMBbHUKM - aKTMBHbIE NOMb3oBaTeNnu UMGPOBOro npoctpaHcTBa. OAHAaKO Aaneko He BCe 3HalT, YTO
nonb30BaHWe MHOTMMW BO3MOXHOCTAMU LMcppoBOro Mupa TpebyeTt cobntogeHnst npaB Ha MHTENEKTyanbHy0 COOCTBEHHOCTb.

TepMUH "MHTEnNNekTyanbHas COOCTBEHHOCTL" OTHOCUTCS K pasfnYHbIM TBOPEHNSIM YENOBEYECKOrO YMa, HauMHas C HOBbIX
n3obpeTteHnn U 3HakoB, 0BO3HaYaroLWMX COBCTBEHHOCTb Ha MPOAYKTbl M YCRYru, M 3aKaHuyMBas KHWUramu, dotorpadusimu,
KMHOMUIbMaMU 1 My 3biKanbHbIMU NPOU3BEAEHUAMU.

ABTOpCKMEe NpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHy0 COBCTBEHHOCTL Ha NPOM3BEAEHUs HayKu, nuTepaTypbl U UCKYCCTBa.
ABTOpCKMe MpaBa BbLICTYNAT B KayeCTBEe rapaHTUM TOro, YTO WHTENNeKTyanbHbI/TBOPYECKMA Tpyn aBTopa He 6yaer
HanpacHbIM, acT eMy chnpaBeffvBble BO3MOXHOCTU 3apaboTaTb Ha pesynbratax CBOEro Tpyaa, nonyynTb M3BECTHOCTb U
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npusHaHne. HukTo Ge3 paspelleHUss aBTopa He MOXET BOCMPOM3BOAWUTL €ro MPOU3BEAEHVE, PacnpoCTpaHaTb, My6nuyHo
AEMOHCTpUpoBaTb, NPoAaBaTb, UMNOPTUPOBATb, NyckaTb B MPOKaT, NyGNWYHO MCMOMHATL, NOKa3blBaTb/UCMOMNHATL B adhumpe
unu pasmewlatb B MHTepHeTe.

Wcnonb3oBaHwe "nupaTtckoro” nporpaMMHOro obecneyeHusi MOXET MpPUBECTM K MHOMMM pUCKam: OT NOTEpU OaHHbIX K
TBOVM akkayHTam A0 GroKMpoBKM TBOErO YCTPOMCTBA, rAe yCTaHOBMNEHA HeneranbHaa nporpamMa. He ctout Takke 3abbiBath,
YTO CYLLECTBYIOT ferarnbHble U GecnnaTtHble NporpaMmbl, KOTOPbIE MOXHO HAUTU B CETU.

O noprane

CeTeBMYOK.ph - TBOW [MaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXEWb y3HaTb O 6e30nacHOCTM B CETU MOHSITHLIM U
AOCTYMHBIM $3bIKOM, @ MPU BO3HWKHOBEHUWM KPUTUHECKOW CUTyauum obpaTuTbCsl 3a COBETOM. A TakXe MpUHATb yvacTue B
KOHKypcax 1 cTaTb caMbiM LMAPOBBLIM rpaxgaHuHom!

Mpunoxexnue N 3

NAMATKA Ons POOUTENEN OB UHOOPMALMOHHOW BE3ONACHOCTU OETEN

Onpegenenne TepmuHa "MHGOpMaUMoOHHas Ge3onacHocTb aetein” copgepxuTtcs B PenepanbHoM 3akoHe N 436-P3 "O
3awmre aeTer o1 MHGopMaLIMK, NPUYMHAIOLLEN BPen WX 3[0POBbIO U PasBUTUKO", PErynvpyroLLnMM OTHOLLEHWS, CBSA3aHHbIE C
3awuTton geter OT UHGOPMauUMKM, MpPUYMHAKOWEN Bped WX 300poBbi U (Mnn) passuTuio. CornacHo AaHHOMY 3aKOHY
"MHOpMaUmoHHast 6e3onacHoOCTb AeTen” - 3TO COCTOsIHME 3aLUULLLEHHOCTU, MPU KOTOPOM OTCYTCTBYET PUCK, CBSI3a@HHbIN C
NPUYMHEHNEM WH(popMaLMen Bpeda WX 340POBb0 M (MK) U3MYECKOMY, MCUXMYECKOMY, OYXOBHOMY, HPaBCTBEHHOMY
pasBUTULO.

B cuny ®enepanbHoro 3akoHa N 436-03 uHpopmMaumen, nNpuyMHAIOLLEN Bped 300pOBbi0 M (Mn) pasBUTUIO OeTew,
ABNSIETCS:

1. Hchbopmauus, 3anpeLLeHHas Ansi pacnpocTpaHeHUs Cpean aAeTewn;

2. Hcbopmauusi, pacnpocTpaHeHe KOTOPOW OrpaHNYEHO cpeaun AeTern onpeaeneHHbIX BO3PaCcTHLIX KaTeropumn.

3. K nHcbopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHns cpeaun eTen, OTHOCUTCS:

4. nHdopmaumsa, nobyxaarowan AeTen K COBEPLUEHUIO AENCTBUA, NPEACTaBNAIOLMNX YIPO3Yy UX XU3HU U (MNK) 300POBbLIO,
B T.4. NPUYMHEHUIO Bpeda CBOeMY 3[0pOBbI0, CamMoyBUNCTBY;

5. cnocobHoCcTb BbI3BaTb Yy [JeTel XenaHue YynoTpebuTb HapkoTUYecKkne cpeacTBa, MCUXOTPOMHble W (Mnwn)
ogypMaHuBarLlme BellecTBa, TabayHble M3Oenus, ankorofbHYyl W CNMPTOCOAEPXKallyto MNpPoAYKUMIO, MMBO W HamUTKW,
N3roTaBfiMBaeMble Ha €ro OCHOBE; MPUHATb yyYacTue B a3apTHbIX Urpax, 3aHUMaTbCs NPOCTUTYLMEN, BPOASHKHUYECTBOM MK
nonpoLUaHNYeCTBOM;

6. obocHoBbIBaOLWas wWnM onpasblBatollas AONYyCTUMOCTb Hacunma U (Unu) XectokocTu nunbo nobyxaaroLas
OCYLLECTBNATb HACUNBbCTBEHHbIE AENCTBUSA MO OTHOLLEHUIO K NIOASIM U XXMBOTHbIM;

7. oTpuuatoLLas ceMelHble LEeHHOCTU 1 hopMUpYIoLLIas HeYyBaXKeHWe K poguTensm v (Unu) Apyrum YrieHam cembi;

8. onpaBsabiBatoLLas NPOTMBONPaBHOE NOBEAEHVE;

9. copepallasi HeLeH3ypHyo OpaHb;

10. copepxaLiasa nHopmaumio nopHorpadMHeCcKoro xapakrepa.

K nHpopmaumm, pacnpocTpaHeHne KOTOpOM OrpaHUYeHO cpean neTen onpegeneHHoro Bo3pacta, OTHOCUTCS:

1. uHdopMauus, NpeacTaBngemas B Buae U3obpaxkeHuss unmn onmcaHmns XecToKoCTHU, U3NYeCcKoro u (Unu) NCUXMYecKoro
Hacunus, NPecTynneHns UM MHOro aHTUOBLLLECTBEHHOTrO AENCTBUS;

2. BbI3blBaloLWlas y AeTen CTpax, yXac MMM MaHuKy, B T.Y. NpeacTaBnsdemMas B Buae M300paKeHus unu onucaHus B
YHWXKaloLLen YenoBe4yeckoe LOCTOMHCTBO (POPME HEHacWUrbCTBEHHOM CMepTW, 3aboneBaHusi, camoyOuncTBa, HecHacTHOro
cny4as, aBapum nunm katacTpodbl u (UnNu) nx NocrnencTBun;

3. npegcTaBnsemas B BUae U300paKeHUs UM onmcaHmnsi NonoBbIX OTHOLLEHWU MEXAY MYXYMHOW N KEHLLUHOW;

4. cogepxallas GpaHHble CNoBa U BblpaXXEHUs], HE OTHOCSILLIMECS K HEeLeH3y pHON BpaHu.

C yyetrom atoro Bam npegnaratoTcsa npasBuna pabotel B cetn VHTepHeT AN pasnuuyHbiX BO3PaCTHbIX KaTeropuw,
cobniogeHne KOTopbIX NO3BONMUT obecneyunTb MHPOPMaLMOHHY0 6e30MacHOCTL BalLMX OETEN.

O6Lwue npaBuna gna poaguTenemn

1. HesaBucumo o1 Bo3pacTa pebeHka MWCMONb3yNWTE MporpammHoe obecneyeHne, nomorawwee GUNBTPOBaTbL U
KOHTPOMNMpOBaTb WMHOpPMaLIMIO, HO He MnonaranTecb MOMHOCTbIO Ha Hero. Balwe BHMMaHve k pebeHKy - rmaBHbIN METon
3aLLUTHI.

2. Ecnu Baw pebGeHOk MMeEET akkayHT Ha OOHOM M3 coumanbHbiX cepBucoB (LivedJournal, blogs.mail.ru, vkontakte.ru un
T.N.), BHUMATENbHO M3Y4YUTE, KaKyl MHMOPMALMIO MOMELLalT €ro y4YacTHMKM B CBOMX Mpodunsx u Onorax, BkMo4as
doTtorpacdmm 1 BMLEO.

3. MNpoBepkTe, C KakMMK ApYruMmM carTamun CBA3aH coumanbHbin cepBuc Balwero peberka. CtpaHuyku Balero pebeHka
MOryT ObITb 6Ge30MacHbIMU, HO MOTYT U COAEPXKATb CChINTKU HA HeXenaTernbHble U ONacHbIe CanTbl (Hanpumep, NOPHOCANT, Unu
CaWT, Ha KOTOPOM ApYr YNOMUHAET HOMeEpP COTOBOro TenedoHa Bawero pebeHka unu Baw gomaluHmn agpec).

4. MoowpsanTte Bawux getent coobwate 060 BCEM CTPaHHOM UMK OTTANKMBAKLWEM M HE CIULLKOM OCTPO pearupyure,
Koraa OHV 3TO AenakrT (U3-3a onaceHus NoTepsaATb AOCTYN K VIHTEpHETY AEeTU He roBopAT pogutensiM o npobrnemax, a Takke
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MOryT Ha4yaTb UCNoMb30BaTh VIHTEPHET BHE AOMa U LUKOfbI).

5. byasre B Kypce ceTeBOM XusHu Bawero pebeHka. VHTepecyiitecb, KTO ux Apy3bs B WHTEpHET Tak e, Kak
MHTEepecyeTech pearbHbIMU OPY3bsSMU.

Bospact ot 7 oo 8 ner

B WHTepHeTe pebeHok cTapaeTcs MOCeTUTb Te UMM MHble CaliTbl, @ BO3MOXHO M 4aTbl, pas3pelleHne Ha MnoceLleHue
KOTOPbIX OH He nony4yun Obl oT pogutenei. oaTomy poauTensMm ocobeHHO mnonesHbl OyAyT Te OT4YeTbl, KOTopble
npegocTaBnsalTCSA NporpaMMamMm No OrpaHUYeHNo UCNorb3oBaHusa VIHTepHeTa, T.e. PoouTenbCKuiA KOHTPOSb UK TO, YTO Bbl
CMOXeTe yBUAEeTb BO BpeMeHHbIX davinax. B pesynerate, y pebeHka He ByaeT owyLeHns, Y4To 3a HAM BeAEeTCS MOCTOSAHHbIN
KOHTPOrb, OAHaKo, poautenu ByayT no-npexHemy 3HaTb, Kakue canTbl nocewjaet nx pedbeHok. [leTn B gaHHOM BospacTe
obnagarT CUrbHbIM YYBCTBOM CEMbW, OHW OOBEPYMBBLI U HE COMHEBalTCHA B aBTopuTeTax. OHuM nobAT urpaTb B CeTeBble
Urpbl 1 NyTelecTBoBaTb No NHTEpHETY, NCNOMNb3ys 3NEKTPOHHYHO MOYTY, 3aXOA4UTb Ha CaWTbl U YaTbl, HE PEKOMEHA0BaHHble
poauTensamu.

CoBeTbl No 6e3onacHOCTN B ceTu NHTepHET ansa geten 7-8 net

1. Co3pgante CNUCOK AOMAaLLHMX NpaBun noceweHnss UHTepHeTa npu y4acTumn geten n TpebyinTte ero BbiNOMHEHUS.

2. TpebywTte ot Bawero pebeHka cobntogeHnsi BPEMEHHbBIX HOPM HaXOXAEeHUSA 3a KOMMbOTEpoM. lMokaxute pebeHky, 4YTo
Bbl HabntogaeTe 3a HAM He notomy 4To Bam aTo XoueTcd, a notomy 4to Bbl 6ecnokomteck o ero 6esonacHocTn u Bcerga
roTOBbl €My MOMOYb.

3. KomnbloTep ¢ nogkntodeHnem k IHTepHeTY JOMXeH HaxoAuUTbCs B OOLLEen KOMHaTe nog NpMCMOTPOM poauTernen.

4. Vicnonb3yunTe cneumanbHble 4eTCKMEe NOMCKOBbLIE MaLLVHBI.

5. Ucnonb3ynte cpegctea GrnokupoBaHus HexenaTenbHOro KOHTEHTa Kak JOMOorHeHne K cTaHgapTHoMy Poautenbckomy
KOHTPOIIO.

6. Co3panite ceMelHbIA 3NTEKTPOHHbIN ALWKK, YTOObI HE NO3BONUTL AETAM MMETb COOCTBEHHbIE agpeca.

7. bnokupynte gocTtyn Kk cantam ¢ 6ecnnartHbiMU MOYTOBLIMU SILLUKAMU C MOMOLLbI COOTBETCTBYHOLLEr0 NPOrpaMmMHOro
obecneveHus.

8. MpuyunTte geten coeetoBaTbCca ¢ Bamun nepen onybnukoBaHMeM Kakowm-nmbo MHopMauumn cpegcTBamMm 351E€KTPOHHON
NoYThbl, 4aToOB, PErMCTPALMOHHBLIX hOPM 1 Npodomnen.

9. Hayuute geten He 3arpyatb daninbl, NporpaMmmbl Uinn My3biky 6e3 Bawero cormnacusi.

10. He paspeluarite 4eTam UCnonb3oBaTh CryX6bbl MTHOBEHHOrO 06MeHa COobLLEHNSIMN.

11. B "Genbi" cnucok CanToB, paspeLleHHbIX A1 NOCELLEHUs), BHOCUTE TONbKO CaiTbl C XOPOLUEN penyTaumen.

12. He 3abbiBavite 6ecenoBatb ¢ AeTbMu 06 Ux Opy3bsax B VIHTepHeTe, kak ecnu Obl peyb Wina o Apy3bsX B pearbHon
XKU3HW.

13. He penavite "taby" 13 BONpOCOB MOMOBOW >XM3HW, Tak Kak B WHTepHeTe OeTW MOryT Jerko HaTKHyTbCHA Ha
nopHorpacuio unu canTtel "4ns B3pocnbIxX".

14. Mpuyuute Bawero pebeHka coobLyate Bam 0 nMobbix yrpo3ax Unv Tpeeorax, CBsa3aHHbIx ¢ HTepHeTom. OcTaBanTech
CMOKOWHBIMU 1 HAMOMHWUTE LEeTAM, YTO OHM B 6e3onacHOCTW, ecnu caMu pacckasanu Bam O CBovx TpeBorax. [loxBanute ux m
NoCOBETYNTE NOAOWTHU ellle pa3 B MOAOOHbIX Cryyasx.

BospacT geten ot 9 go 12 net

B paHHOM BO3pacTe OeTu, Kak MpaBuMo, YXe HacnblwaHbl O TOM, Kakas uHdopMauus cyuiectsyeT B WHTepHerTe.
CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb, ycnbiwatb. [Mpy 3TOM HY>XHO MOMHUTb, YTO AOCTYN K
HexxernaTenbHbIM MaTepuanam MOXHO ferko 3abnokMpoBaTb Npu NOMOLLM CpeacTB Poautenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTy Ans geter ot 9 go 12 ner

1. Co3gante CNMCOK AOMaLLHMX NPaBuN nocelleHns VIHTEpHeT npu yyacTum geten n Tpedyite ero BbINOMHEHMWS.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaXOXAEHUsSI 3@ KOMMbIOTEPOM.

3. Habntopaiite 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NMOKaXute eMy, UTo Bbl Gecrnokouteck 0 ero 6e3onacHoCTH u
BCerga rotoBbl OKa3aTb MY MOMOLLb.

4. KomnbtoTep ¢ nogkntoyeHneM B IHTEPHET AOMKEH HaxoauTbLCs B obLLer KOMHaTe nog NPUCMOTPOM POAUTENEN.

5. Ucnonb3yinte cpeactea GrokMpoBaHus HexXenaTenbHOro KOHTEHTa Kak 4OMOITHEeHME K cTaHdapTHoMy Poautenbckomy
KOHTPOIH.

6. He 3abbiBanTe npuHMMaTb HEMOCPenCTBEHHOE yvacTue B XM3HM pebeHka, GecefoBatb C AeTbMM 00 UX OpYy3bsiX B
MHTepHeTe.

7. HactamBanTte, 4ToObl A€TW HUKOr4a He cornallanucb Ha JindHble BCTpeYn ¢ Apy3bamn no NHTepHeTy.

8. MNos3Bonante geTam 3axo4uUTb TONbKO Ha canTbl M3 "Genoro” cnucka, KoTopbl co3ganTe BMECTE C HUMM.

9. Mpuyunte OeTen HUKOr4a He BblgaBaTb JIMYHYK MHAOPMaUUO CPeacTBaMM 3MEKTPOHHOW MOYThbl, 4aToOB, CUCTEM
MIFHOBEHHOTO OOMeHa COOOLLEeHUSIMWU, PErUCTPALMOHHBIX (POPM, JMYHBLIX MPOodUNen U NpU PErncTpaumMm Ha KOHKYypChl B
UHTepHeTe.

10. Mpuyyunte pgeten He 3arpyxartb nporpammbl 6e3 Bawero paspelweHus. O6bACHUTE UM, YTO OHM MOFYT CRy4vanHo
3arpysnTb BMPYCbl UNW Opyroe HexenaternbHoe nporpaMmmMmHoe obecneveHue.

11. Co3pgawnTte Bawemy pebGeHKy OrpaHUYeHHY0 YYETHYIO 3anncb Ansa paboTbl HA KOMMNbIOTEpE.
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12. Mpuyunte Bawero pebeHka coobate BaM O MoObIX yrpo3ax unu Tpeeorax, CBsi3aHHbIX ¢ WHTepHeToM. HanomHute
AeTsaM, YTO OHM B Be3onacHOCTM, EClN caMu pacckasarnun BaMm O CBOMX TPeBorax v onaceHusix.

13. PacckaxuTte geTtam o nopHorpadumn B IHTepHeTe.

14. HactamBante Ha TOM, 4YTOObl A€TU NPEAOCTaBNANM BaM OOCTYN K CBOEN 3MEKTPOHHON no4dTe, 4YToObl Bbl Y6eannuch,
YTO OHM He 0bLalTCH C HE3HAKOMLIAMM.

15. OBGbsACHUTE AETSAM, YTO HEMb3S UCMONb30BaTh CETb AS1S XYJIMraHCTBa, PacnpoCTPaHEHUs CNMETEH UMK YIpo3.

Bospact geten ot 13 o 17 net

B aTom Bo3pacTe NOAPOCTKM aKTMBHO MCMOMb3YIOT MOUCKOBLIE MaLUMHbI, MOSb3YOTCS SNEKTPOHHON MOYTOM, crnyk6amu
MrFHOBEHHOro ObMeHa COOOLiEHNAMK, CKaymMBalT My3blky M unbMbl. Manbyvkam B 3TOM BoO3pacTe Oonblie No Hpasy
CMeTaTb BCE OrpaHuMyeHusi, OHW XaxayT rpyboro tomopa, asapTHbIX Urp, KapTUHOK "ans B3pocnbix". [JeBo4YkM npegnovntaoT
obLarbca B Yatax, Npy 3TOM OHM ropasgo bonee YyBCTBUTENbHbI K CEKCYanbHbIM AOMOratenbCcTBam B VIHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe poaUTENSAM YXe BeCbMa CITOXHO KOHTPONMMpOBaTb CBOWMX AeTeWl, Tak Kak 06 MHTepHeTe
OHW yXXe 3HalT 3Ha4YUTENbHO Bonblue CBOUX poguTenen. Tem He MeHee, He OTMnycKauTe geTen B "cBobogHoe nnasaHue" no
UHTepHeTy. CTaparitecb akTUBHO y4acTBOBaTb B 00LWeHn pebeHka B NHTepHeTE.

BaxxHO no-npexHemy CTporo cobniogate npasuna MHTepHeT-6e30NacHOCTY - CornalleHne Mexay poaAuTensaMmn u 4eTbMu.
Kpome Toro, HeO6X04MMO Kak MOXHO Yalle npocMaTpuMBaTb OTYEThI O AeATeNnbHOCTU aeTen B VIHTepHeTe. CnegyeT obpatuTb
BHMMaHMEe Ha HeobOXO4MMOCTb CoAepXaHus pPoaMTENbCKUMX naponen (naponen agMMHUCTPaATOpPOB) B CTPOrOM CEKpeTe U
06paTuUTb BHUMAHME Ha CTPOroCTb 3TUX MapOsen.

CoBeTbl N0 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3pgaiTe CnNMCOK AOMALLHMX NpaBun nocelleHns VIHTepHeTa npy yvyacTum nogpocTKoB M Tpebynte 6e3yCcnoBHOro ero
BbiNnonHeHns. O6roBopute € pebeHKOM CMNUCOK 3anpelleHHbIX canToB ("4epHbil ChiMcoK"), 4acbl paboTbl B WHTEpHeTe,
pPyKOBOACTBO Mo obuieHnto B VIHTepHeTe (B TOM 4ncrie B YaTax).

2. KomnbtoTep ¢ nogkntoveHnem kK cetn NHTEpHET AOMKEH HaxXo4UTbCs B OOLLIEV KOMHATE.

3. He 3abbiBarite 6ecemoBaTtb ¢ aetbMn 06 ux Opy3bsix B VIHTEpHETe, O TOM, YEM OHM 3aHATblI Takum obpasom, ByaTo
peyb MOET O OpYy3bsiX B pearnbHOW Xu3Hu. CrnpawwmBante O fOASX, C KOTOPbIMM OeTU obWalTcss MocpencTBOM CNyxO
MrHOBEHHOro obmeHa coobLeHnsiMK, YToObl y6eaunTbes, YTO 3TW NIOAN UM 3HAKOMBbI.

4. Ncnonb3ywnTte cpeacTea GroKMpOBaHNST HEXenaTenbHOro KOHTEHTa Kak OOMOMHEHNe K cTaHAapTHOMY Poautenbckomy
KOHTPOJSHO.

5. HeobxoguMmMo 3HaTb, KakMMu 4Yatamu nonb3ytoTcs Bawwm getun. lNoolwwpsiiTe MCnonb3oBaHME MOAEPUPYEMbIX YaTOB U
HacTamBanTe, YTOObl A€TK He 0bLLannCcb B NPMBATHOM PEXMME.

6. HactauBavite Ha TOM, YTOObI 4E€TU HUKOTAa HE BCTPEYanuchb NMUYHO C APY3bAMU N3 ceTU VIHTEpHET.

7. lpuyunte OeTen He BblgaBaTb CBOK JMYHYIO WMHAOPMAUMIO CpeacTBaMu 3JIEKTPOHHOW MOYThbl, 4aToB, CUCTEM
MrFHOBEHHOrO OOMeHa COODLLEeHVSIMW, PErMCTPaLMOHHBIX (POpPM, NUYHBIX Npochuner M MNpu PerncTpaumMm Ha KOHKYpChl B
WHTepHeTe.

8. Mpuyunte peTent He 3arpyxaTtb nporpammbl 6e3 Bawero paspelseHuns. OOGbACHUTE MM, YTO OHWM MOTYT CryYawHO
3arpy3nTb BMPYChl UNU Apyroe HexenaternbHoe nporpaMmMHoe obecneveHue.

9. Mpuyuute Bawero pebeHka coobLiaTb BaM O NOObIX yrpo3ax Mnu Tpeeorax, CBsi3aHHbIX ¢ VHTepHeToM. HanomuuTe
OeTaM, 4YTo OHM B B6e3onacHOCTH, eCriv Camu pacckasanu Bam, O CBOMX Yrpo3ax urnu Tpesorax. [loxsanure ux n nocoBeTywmTe
NoLONTY ellle pa3 B NOA0OHbIX Criydasx.

10. Pacckaxute getam o nopHorpacgpum B WHTepHeTe. NomMorute mm 3awmtutbcs OT crnama. Hayuute nogpocTKoB He
BblgaBaTb B VIHTepHeTe CBOEro pearibHOro 3feKTPOHHOrO afpeca, He OTBeYaTb Ha HexenaTenbHble MMCbMa U UCMOoNb30BaThb
cneumanbHble NoYToBble OUNLTPbI.

11. MNpuyunTte cebst 3HAKOMUTLCS C cCalTaMu, KOTOpbIe MOCEeLLaT NOAPOCTKM.

12. Hayunte geTelt yBaxaTb APYIUX B UHTEpHeTe. YOeauTech, YTO OHM 3HAIOT O TOM, YTO NpaBuia XOPOLLEro NOBEAEHUS
OEVCTBYIOT Be3ae - aXe B BUPTYyarnbHOM MUPE.

13. OObACHUTE JEeTAM, YTO HU B KOEM Clyvae Hernb3s ucnornb3oBatb CeTb AN XYNUraHCTBA, pacnpoCTpaHeHUs CheTeH
UK yrpo3 Apyrum Noasm.

14. ObcyaunTte ¢ nogpocTkaMm NPodnemMbl CETEBLIX a3apTHbLIX UrP U UX BO3MOXHbIA pUCK. HanomMHWTe, 4TO 4EeTU He MOryT
urpatb B 3TW UIPbl COTNacHO 3aKOoHY.

MOCTOSIHHO ~ KOHTpONMpYWTe ucnonb3oBaHue WHTepHeTa Bawwm pebeHkom! 3TO He HapylueHue ero  JIMYHOro
NPOCTPaHCTBa, a Mepa NPeAoCTOPOXHOCTM 1 NposiBNeHne Ballen poanuTenbCckon 0TBETCTBEHHOCTM U 3a60ThI.

ONEeKTPOHHBIA TEKCT AOKYMEHTa

nogrotosneH AO "Koagekc" n ceepeH no:

paccblika
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